Cryptography Engineering

* Lecture 5 (Nov 20, 2024)
* Today’s notes:
 Symmetric-key Ratchet (Continue)

 Forward/Backward Secrecy
* Diffie-Hellman Ratchet

* No homework
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Symmetric-key Ratchet

e KDF chain

* KDF: Key derivation function

Auxiliary input 1

Auxiliary input 2

Auxiliary input 3

Initial ) Chain Chain Chain
Secret KDF ) | Key 1 KDF Key 2 KDF Key 3
Encryption Encryption Encryption
Key 1 Key 2 Key 3
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob
() =--=-me=ssmssmememeemeeeee- > &)  Maybe offline
e T () atthistime
___________________________________________________________________ >
(X3DH)
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet
Alice Bob

() =--=-me=ssmssmememeemeeeee- > &)  Maybe offline
e T S () atthistime

Initial key (XBDH)

1

KDF }— mk,

!

cky

*We ignore the auxiliary input to KDF
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob
@) -mmmmmmmmmmmmmemememeeee- > ©)  Maybe offline
e T () atthistime
Initial key — ewme~ e—————— " (X3DH)
1 71 Hey Bob! |
! ‘
KDF _ymkl_p Encrypt ............. } .......... > @
cky
*We ignore the auxiliary input to KDF
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob
T » o
2500 Y o
___________________________________________________________________ >
Initial key — —mmme —————— : (X3DH) Initial key

71 Hey Bob! |
| i . .
KDF —ymkl—p Encrypt ........................ > @ ........................ >
cky

*We ignore the auxiliary input to KDF
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob

@ oo - E S

2500 Y o

___________________________________________________________________ >
Initial keym ~~~~~~~~~~~ i~ Ijlg--B-o-bT'i (X3DH) Initial key
1 | Fey Bob: l
l C (o
KDF b—> mic,—| Encrypt |-eeeeeeesees LR > @ crrerreeen e mk, < KDE
cky cky
*We ignore the auxiliary input to KDF
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob
Y ——— 4= 0
2500 Y ah
___________________________________________________________________ >
Initial keym ~~~~~~~~~~~ Flg--B-o-bT H (X3DH) Initial key
y
l 1 . . l
KDF el mk1—> Encrypt ........................ > @ ........................ > Decrypt q—mkl < KDF
l .Allce said: “Hey Bob!” ' l
ckq . TEEmEmmmEmmmmmmmEmmm cky

*We ignore the auxiliary input to KDF
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob
o —— 3= E
0 T o
___________________________________________________________________ >
Initial key (XBDH) Initial key
l ! . . l
KDF —}mkl—p Encrypt ........................ [ e e > Decrypt q—mkl < KDF
cky cky
KDF p—>mk, mk, <—1 KD
ck; We ignore the input to KDF ck,
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob
o — B S
2500 Y o
___________________________________________________________________ >
Initial key (XBDH) Initial key
l ! . . l
KDF —};qq_k__}_—p Encrypt ........................ [ e e > Decrypt <_m_k_I < KDF
i ——
eler 4. All message keys will f--======-=-=omnndn > e
be deleted after use
KDF p—>mk, mk, <= KDF
ck, *We ignore the auxiliary input to KDF ck,
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob
o ——— = o
S T s L O
Initial key (XBDH) ,04 Initial key
| 1 A
€1 €1 27
KDF —y%—» Encrypt ........................ > @ ........................ > Decrypt 4_,'#1_](;! < KDF
| al /'

v /' ,’ v
e . mmooooooE / L__., ke

KDF _>mk2 @ D Encrypt <_mk2<— KDF

ck; We ignore the input to KDF ck,
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob
o —— 3= S
0 T o
___________________________________________________________________ >
Initial key (XBDH) o Initial key
s,
l I 7
€1 €1 e /
KDF —}:)qq_k__,r,_—p Encrypt ........................ p [—" cvsessussassssnsssanunns > Decrypt 4—/}@4(;{ < KDF
| al /'
4 fm———————————————— //, ,, v
ek | Bob said: “Hey Alice!y o ZIIZZZZIIIC 7, eler
I How’sitgoing!” 3 i Hey Alice! How’s it going! | '
KDF _>mk2_’ Decrypt P - @ D Encrypt <_mk2 G KDF
ck; We ignore the input to KDF ck,
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Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob
............................. . %
e — = 2
___________________________________________________________________ >
-".'5"'-.-—. ____________ v .-
Initial key s Hey ryiriy | (X3DH) /,04 Inltlall key
,,________________:_-_:_-:_-_:_-_ ________________ . e o
] The first message can Lot c1 </
KDF i ] ip ] sesrsrrrresnenea » Decrvpt je=— < KDF
; be sent with 0-RTT, : @ lyp S
! . : ’
| e.g., encryptit here i /' A
v e e e e J A ,  /
ek ' Bob said: “Hey Alice!sy  aoIIZIZIZIIC 7 L__., chky

' How’s it going!” : ] Hey Alice! How’s it going! |
|

KDF :mkz > Decrypt P - @ D Encrypt <_mk2 G— KDF

ck, *We ignore the auxiliary input to KDF ck,
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Symmetric-key Ratchet

* Make the first message 0-RTT (Zero Round Time Trip)...

Alice Bob

.,
5
5
5
3
.
G
G
G
G
G
G
G
G
«
G
G
G
G
G
G
G
G
G
G
G
G
G
G
.
.
.
.
L2
L2
L2
L2
L
L4
4
L4
L4
L4
Ll
Ll
Ll
o
Y
~

Server
ik, sky, {0k}, ..., 0k3%%} YT ikg,skg, {0k}, ..., 0k3’%}
{IPKg, SPKg, OPK}} "
—J T
ekA (_$ Zq .....

IPK, = g'*4 ,EPK, = g°*4,“13* OPK”, AEADgg , (metadata||"Hey Bob! ", AD = IPK,||IPKjp)

»

(Relayed by the server) Acceptif the initial

ciphertext can be decrypted

SK, = X3DH_Key_Alice(ik,, ek,, IPKg, SPKg, OPK}) SKz = X3DH_Key_Bob(IPK,, EPK,, ikg, skg, 0k})
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Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

ck,

(Current stage)

Alice
Initial ck
9 KDF —{ KDF
() key
ika,sky, {0k 0k 100 1
A\A‘{A\A‘}\n‘tkl mkz
long-term mid-term short-term
secret secret secret

A 4

Cki_1

KDF

— ke

!

mki
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Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(@W ey ——KDF j——{ KDF J——> - —= KDF J—>ck;
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,. 0:4'{ 4 4 } mkl mkz mki
0..::.‘

Leakage
happens!




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(@ ey KDF |——{ KDF }—— —| KDF |——ck;
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,. 014 { 4 4 } mkl mkz mkl

Will the symmetric keys generated
before the leakage remain secure?

o
N —————

Leakage
happens!




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Alice Bob
@ Leakage! 2
I - . 1 100
SK, =X3DH_Key_Alicq(ikA,iekA, IPKg, SPKy, OPK}) tkg, skp, {0k, ..., ok}

1.DH, = SPK}*
2. DH, = IPK; "
3.DH; = SPK.
4.DH, = (OPKy)®*a
5. SK, = KDF(DH,, DH,, DH3, DHy)




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Allce Bob

Leakage! @
M)

SK, = X3DH_Key _ Ahcq lkA,lekA, IPKg, SPKy, OPK}) ikg, skg, {0k, ..., 0k5""}
I.DH, =sPKKa T
2.DH, = IPK5"

3. DH;3 = SPK; "4

4.DH, = (OPKy)®¢ka

5.SKx = KDF(DHy, DHy, DH3, DH,)

ek, is not a long-
term secret




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Alice Bob

Leakage! @
H g 0

L : 1 100
SK, =stH_Key_Aucq(ikA,iekA, IPKg, SPKg, OPK ) tkp, skp, {0kp, ..., 0k}
1.DH, = SPK, o

2. DH, = IPKE*4 ” S
T2 Bek { ik, DHy: gtka ske ikg \
3.DHz = SPK, : !
4.DH, = (OPKy)®*ka i DH,: gtk ¢ka !
I
5. SKA = KDF(DHl, DHz, DH3, DH4_) : :
| eky DHj: gSkB ¢ka skp 1
! I
! I
! k ]
\\ DH gokB eky OkB /

\\~ ___________________________ ‘¢,




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Alice Bob

Leakage! QE?
H g 0

I - : 1 100
SK, =stH_Key_Aucq(ikA,iekA, IPKg, SPKg, OPKp) tkp, skp, {0kp, ..., 0k}
1.DH, = SPK'*a o
2.DH, = IPKS" T on PR
\

3. DH, = SPKZ" L I
4.DH, = (OPKj)¢*4 i i
5.SK, = KDF(DH,, DH,, DH3,DH,) | :

I :

| |

| 1

\\ ,l

4




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial k k k;_
(@ oy ——KDF J——{ KDF }—— ... —={ KDF }—> ck,
kp, Sk ki k00 1 1 1
L.V A {oky, ..., 0k, "} mk mk, mk,

‘e
..
L2
.0 "
L
..

Leakage
happens!
Will the symmetric keys generated

before the leakage remain secure?

-------------------------------------------------

Initial_key (of X3DH)= KDF(DH,, DH,, DHs, DH,)




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice
Q Initial
() key

. 1 100

O..
.,
LS

Initial_key (of X3DH)= KDF¢DHy} DH,, DHs, DHy)

(Current stage)

— KDF

Chy o KDF chs > ... Cki_l: KDF p——> ck;
mky mk, mk;
_ /)

Y Leakage
e N happens!
i Will the symmetric keys generated i
i before the leakage remain secure? E

: I DH_1 is not secure
But DH_2,3,4 remain secret




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice
Q Initial
() key

. 1 100

*
00000
LS

(Current stage)

— KDF

5 KDF B .. 9 DF b— ek,
mk, mk, mk;
N\ J
Y Leakage
(7T T T N h !
{ Willthe symmetric keys generated ! appens
i before the leakage remain secure? i
| YES! ;

_________________________________________________

Initial_key (of X3DH)= KDFqDHli DH,, DH4, DH,) DH_1 is not secure

But DH_2,3,4 remain secret




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
K@W el —(kDF s KDF s - L= KDF }— ck
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,.. 014 { 4 4 } mkl mkz mki
""" u G J
w ________________________ A
i Will the symmetric keys generated before !
e i the leakage remain secure if @ learns |
ikp, skp, {0k, ..,0kz”"} 1 Alice’s and Bob’s long/mid-term keys? |




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(@ key —1 KDF ~—| KDF ... | KDF |— ck;
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,. 0:4'{ 4 4 } mkl mkz mki
~~~~~ % W
) N\ J WA
@ ________________________ A N
i Will the symmetric keys generated before | |
. I . : P
....... ; i i the leakage remain secure if & learns -
ik, skg, {okg, .., 0ki”} 1 Alice’s and Bob’s long/mid-term keys? | !
N e e R4 I
D \

ah

Bob




Backward Secrecy

Alice

a

Initial
key

— KDF

1

mk,

» KDF

ck,

Cki_1

!

mk,

KDF

Cki

!

mki

» KDF

l

mk;q




Backward Secrecy

Alice

a

Initial
key

— KDF

1

mk,

» KDF

ck,

Cki_1

!

mk,

KDF

Cki

!

L4

mk; ¢
L4
L4

A 4

KDF

l

mk;q




Backward Secrecy

Ink|t|al KDF Ckl > KDF Ckz > Cki—l KDF
R 1 1
mky mk, mk;
\
Y

----------------------------------------

----------------------------------------

Cki

A 4

KDF

l

mk;q




Backward Secrecy

Alice
Initial k k ki ki k;
(@ﬁ ey KDF }——{ KDF }—— .. —={ KDF }———{ KDF }».
mk; mic; mk; mkiq
\ ) \ )
S A ——— e Y
f Remain secure, because of | \4 f |
{  the one-wayness of KDF | m ! Insecure i

--------------------------------------------




Backward Secrecy

* Future communication remains secure even if a current session key is compromised

Alice
Initial ck ck ck;_ ck; ck;
(Q ey KDF |—— KDF |—— — KDF |—— KDF |—— -
mk, mk, mk; mk; 4
\ ) . F \ )
R A — e ) A— X
{ Remain secure, because of | ¢ f i
i  the one-wayness of KDF | w i Insecure i
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Backward Secrecy

* Future communication remains secure even if a current session key is compromised

Alice
Initial k k ki k; k;
(Q ”k'e'ya KDF }——{ KDF }—=— ... —= KDF }——{ kDF = ..
mk, mk, mk; mk; 4
\ ) . \ )
R A — e ) A— X
( . \ 2 ! _
i Remain secure, because of v i Symmetric-key ratchet does not
_theone-waynessofkDF | (Y | provide Backward Secrecy

-------------------------------------------




Diffie-Hellman Ratchet

 X3DH + Symmetric-key Ratchet

* X3DH provides Forward Secrecy

* Current session key compromises does not lead to the compromise of previous session keys
* (bythe one-wayness of KDF in Symmetric-key Ratchet)

 No Backward Secrecy
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Diffie-Hellman Ratchet

 X3DH + Symmetric-key Ratchet

* X3DH provides Forward Secrecy

* Current session key compromises does not lead to the compromise of previous session keys
* (bythe one-wayness of KDF in Symmetric-key Ratchet)

 No Backward Secrecy

e Solution: Diffie-Hellman Ratchet
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Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g"
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"

'




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g"
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"

'

DH, =Y, X3 <3 Zg




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g"
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"

'

DH, =Y, X3 <3 Zg

Alice’s DH ratchet step




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g"
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"

'

DH, =Y, X3 ¢ Lq X3 =g"

NI KASSEL
E

U
\"/ RSITAT



Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
) )
X1 ¢ Lg X, =g R
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =¥, X3 <5 Lq X3 =g DH, = X3*
>
Yo <$Zy  DHz =X}
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Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g" R
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =Y, X3 <3 Lq X3 =9" DH, = X3~

Vs <5 Lg DH; = XJ*

Bob’s DH ratchet step




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice
R
X1 (—$ Zq
DH, = V¥,
DI—I2 = Y2x3 X3 (—$ Zq

X, =g"
X3 = g*3
>
Y4 - gy4 Y4 (_$ Zq

a

Bob

ah
DH, = X,
DH, = XJ?
DH; = XJ*
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Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
) o
X1 < Lq X1 =9" R
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =¥, X3 <5 Lq X3 =g DH, = X3*
>
DH; =V, " ) Y, =g Ya <3 Lq DH; = X3*
DH, = V,° X5 ¢ Ly
UNIKASSEL
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Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 (—$ Zq Xl — gxl
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =¥, X3 <3 Lq X3 =9" DH, = X3~
- >
DH; =Y, Y, = g Ya s Lg DH3 = X3*
DH, =Y,° X5 &5 Zg
Alice’s DH ratchet step
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Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
) o
X1 < Lq X, =g .
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =V, X3 <5 Lg X3 = g% DH, = XJ?
>
DH; =V, " ) Y, =g Ya <3 Lq DH; = X3*
DH, =VY,° x5 g Ly Xs = g*s
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Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
) M
X1 (—$ Zq Xl — gxl
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, = ¥,* X3 <5 Lq X3 =g DH, = X3*
>
DH; =V, " ) Y, =g Ya <3 Lq DH; = X3*
DH, =7,° X5 < Lg X5 =g’ ‘ DH, = X2*
Ve < Lq DHjg =X5y6
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Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
) 9
a X1 < Lq X1 =g" ‘ o
DH, =¥, A v, = g ] oy DH, = x>
DH, =Y, X3 <3 Lg ‘ Xy = g3 DH, = x*
>
DH; =Y,° Y, = g Va <3 Lq DH; = X2*
DH, =Y,°  ¥s5 <574 X5 = g~ DH, = x2*

v

Ve < Lq DHs = Xg6

Bob’s DH ratchet step
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Diffie-Hellman Ratchet

* The mainidea: Combine Symmetric-key Ratchet and Diffie-Hellman Ratchet
* DH Ratchet generates fresh shared DH secrets continuously via rotating new ephemeral keys...
* These fresh DH secrets feed into Symmetric-key Ratchet to add new secret information...

* More details will be explained in the next lecture
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Coding Tasks

e Implement the Diffie-Hellman Ratchet algorithm (can be without sockets).




Homework

No Homework

...butthe deadline for homework in Lectures 1 and 2 is

22.11.2024 at 23:59 (this Friday evening)
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Further Reading

* Old news -- WhatsApp's Signal Protocol integration is now complete:
https://signal.org/blog/whatsapp-complete/

* Technical Documentations of Signal: https://signal.org/docs/

 Cohn-Gordon et al’s security analysis of Signal: https://eprint.iacr.org/2016/1013



https://signal.org/blog/whatsapp-complete/
https://signal.org/docs/
https://eprint.iacr.org/2016/1013
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