Cryptography Engineering

* Lecture 6 (Nov 27, 2024)

* Today’s notes:

* Double Ratchet Algorithm
* Signal Secure Messaging Protocol

* No homework
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Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
R o
X1 < Lqg X, =91 R
DH, = ¥;" by = g y: <52y DHy = X"
DH, =V, X3 ¢ Lg X3 = g*3 DH, = X2J?
>
DHz = Y4x3 ) Y, =g Ya <§ Lq DH; = X?%/4
DH, =V,5 x5y Xs = g* DH, = X3*
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UNIKASSEL
VERSITAT



Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
@) X 9
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
@ 2
R o
Xi,x, Y Yj, yj Xi
DHyj =1} DHy; =X’
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
Xit1, Xi+1/ Y] Yj, yj Xi
DHyj =1} DHy; =X’
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob

) o
Xi+1, Xi+1, ¥ Yj, yj Xi
DHy;j =1} DHy; =X’

— yri+1
DH;q1j =Y}’
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
@l O
) o
Xi+lrxi+1lY} Xi+1 > Yj:)’j;Xi
DHyj =1} DHy; =X’
DHi+1,j _ Y}xi+1
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
@l o
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Xi+1, Xi+1, ¥ Xiv1 > Yi, ¥, Xita
DHyj =1} DHy; =X’
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
@) O
R o
Xi+1, Xi+1, ¥ Xiv1 > Yi, yj Xita
DHyj =1} DHy; =X’
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
@l o
o o
Xi+1, Xi+1, ¥ Xit1 > Yit1, Yi+1,Xi+1
DHyj =1} DHy; =X’
DH: e Y.xi"'l DH. o ij
1+1,) J 1+1,) i+1
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice

a

Xiv1, Xi+1, Y]
DH, ; = iji

— yXi+1
DHiy1,; =Y "

Xit1

Bob

)
BN

Yivr, Visr, Xita

DH;; = X

Yj

DHiiq; = X [y

_ vYj+1
DHiyqj41 = X4
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
X,
Xi+1, Xi+1, Y] L+l > Yist, Vi+1 Xi+1
.= yX _ vV
DH;; =Y, DH; ;= X;
. . — yXit+1 _ Y
DH;q,; Y] DHyyq, = X4
. _ vYj+1
< Vi1 DHiy1j41 = X4
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Double Ratchet - DH Ratchet

* Main idea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
X,
Xi+1v Xi+1,¥Yj+1 1 > Yist, Vi+1 Xi+1
.= yX _ vV
DH;; =Y, DH; ;= X;
L — kit _vYj
DHip1j =Y, DHyyq, = X4
) Xit+1 : _ yYj+1
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Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

* When a party sends messages (before its peer party replies): Use Symmetric-key Ratchet...

* When the peer party replies: Use Diffie-Hellman Ratchet to update the key...

* Example:

() -.....-.-_-_-_-_-_- Are you free on Sunday? | — ()
------------------- .—————5?"
| Sure! |
e PO e |——;"‘“‘
S~ l Canwe meetat 11am?
N\\~~s~ ___________________ |
.-:_; o -

U
\")
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Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

() ~mmmnnnos I Are you free on Sunday? [ . N
------------------- ’
F————ﬂ.ﬁg‘
| Sure! !
e PO e mmmm————— e |.—:‘”
S~ l Canwe meetat11am? 1~
N\\~~§~ ———————————————————
Ss N . .

U
\")
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Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

——————————————————————————————— Atiee’s DH+atehet--------------—----------cocece
Alice = rmemmemmsemmee—ee——————o : Bob
==z Hey Bob! How are you? [ (Encrypted by the KDF
Q=== - chain derived by the DH
() ~mmmnnnoe Areyou free on Sunday? | ratchet in this phase...) o
-------------------------------- Bob’sDHratchet-----------------------m-mmmoooo e
P e
(Encrypted by the KDF ! Sure! !
chain derived by the DH et EEEEE LI Frs
ratchet in this phase...) I Can we meetat11am? r
------------------------------- Atice’s DPHratchet------------------------ooomooe
""~===~;~--- (Encrypted by the KDF
i Perfect! See you then. -: chain dgrlveq by the DH
e o e o o e o e e e a ratchet in this phase...)

U
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Double Ratchet

Root key

Bob
o
Y, yj, Xi

All messages
are relayed by
the server

Root key
(from previous stage)

Alice
R
Xir Xi» Y]

UNIKASSEL
VERSITAT



Double Ratchet

Alice

@ Root key

m (from previous stage)

m Root key

Xi+1, Xi+1, Y i i Yj, yj Xi

x; i i
DHi+1,j = Yj o i i
(as auxiliary i ]
input of KDF) i i
i All messages i
i are relayed by i
| the server |
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Double Ratchet

Alice

(@W Root key

m Root key

Xi+1, Xi+1, ¥ i i Yj, yj Xi

B Voo g ;
DHis ;=Y " — [ KDF }—= i i
(as auxiliary i ]
input of KDF) i i
' i i
cky i i
i All messages i
i are relayed by i
| the server |
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Double Ratchet

Alice

@ Root key

() (from previous stage) THev Bob! Hov areveas - '

Xiv1, Xiv1, ] ----l """"""""

mk,

Xi
DHivr =Y —f kDF }—>{ AEAD.Enc }—> ¢,
(as auxiliary 7
input of KDF) AD

v =some known data
cky

All messages
are relayed by
the server

m Root key
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Double Ratchet

Alice

@ Root key

a

Xiv1, Xi+1, Y]

DHi+1,j _ iji+1 S KDF

(as auxiliary
input of KDF)

mk,
—1 AEAD.Enc
AD ——

Some additional
information

All messages
are relayed by
the server

m Root key
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Double Ratchet

Alice

@ Root key

a

Xiv1, Xi+1, Y]

DHi+1,j _ iji+1 S KDF

(as auxiliary
input of KDF)

mk,
—1 AEAD.Enc
AD ——

Some additional
information

All messages
are relayed by
the server

m Root key
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Double Ratchet

Alice Bob

@ Root key

,
m ___________________ : m Root key

Xit1, Xit1, Y ““l -------------- ' i i Y,y Xi

— yXi+1 X mk i i
DHi1,j =¥; | KDF —{ AEAD.Enc — ¢, : :
(as auxiliary 7 i ]
input of KDF) AD —— Xiv1, €1 | :
. 2% ): :
cly i i
Zero/Constant - KISF mk, i i
salt i All messages i
i are relayed by i
| | the server i
ck; i i

UNIKASSEL

VERSITAT



Double Ratchet

Alice

Qa

Xiv1, Xi+1, Y]

DHiyyj =Y
(as auxiliary

input of KDF)

Zero/Constant
salt

\ 4

\ 4

Rootkey
Lo l
KDF —{ AEAD.Enc
AD —m
v
cki = mmmmmm———
A 4 mkz T
KDF » AEAD.Enc
AD —m
ck,

R /AL

All messages
are relayed by
the server

m Root key
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Double Ratchet

Alice

Qa

Xiv1, Xi+1, Y]

DHiyyj =Y
(as auxiliary

input of KDF)

Zero/Constant
salt

\ 4

\ 4

Rootkey .
l Hey Bob! How are you? |
~ mk; l
KDF p— AEAD.Enc |—
AD —— Xi+1,C1
Yoo e
cki = e e m—————————
l Are you free on Sunday? | i
A\ 4 mkz T
KDF » AEAD.Enc |— ¢,
AD — Xit+1,C2
ck,

YL Y

All messages
are relayed by
the server

m Root key
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Double Ratchet

Alice

Qa

Xiv1, Xi+1, Y]

DHiyyj =Y
(as auxiliary

input of KDF)

Zero/Constant
salt

\ 4

\ 4

Rootkey .
l Hey Bob! How are you? |
~ mk; l
KDF p— AEAD.Enc |—
AD —— Xi+1, €1
Yoo e
cki = e e m—————————
l Are you free on Sunday? | i
A\ 4 mk2 T
KDF » AEAD.Enc |— ¢,
AD — Xit+1,C2

YL Y

All messages
are relayed by
the server

m Root key
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Double Ratchet

Root key

Bob
o
Yj, yj Xi

All messages
are relayed by
the server

—~ ¥
> g
o) m V__1 S
m@mx | P
< w HJ :
<
Q
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Double Ratchet

Alice Bob

i i
9 ; ; D o
Xiv1, Xi+1, Y] i i Y, v, Xit1

] ]

. 1 1

DHi+1,j _ Y}xl+1 i i
] ]

i i

] ]

i i

] ]

Xit1,€1 : Xiv1, €1
........................ > R T T P P PP PP PPP PP TP P PP PP PTTPTY =
] ]
Xi+1l Cy i i Xi+1l by
........................ > P SN NN RN RN R NN NN A EE NN EEEENEEEEEEEEEEEEEEEAEEEEEEEEEEEEEEEEEEEEEE P

i i

] ]

] ]

] ]

] ]

i i

i Allmessages |

] ]

i arerelayedby |

] ]

| the server |

] ]

i i

i i
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Double Ratchet

/‘ ------------------------ N
\
Alice ! 1. Use DH;,, ; torecover the | Bob
i i : KDF chain (the same with the ]
@ i i I one computed by Alice) I @
m i I I I m Root key
i i I 2. Use the keys from the KDF !
Xit1, Xi+1, Y i i : chain to decrypt ¢4, C» : Y,y Xiva
I I | |
Xi i i I 3. Usethe ck, of the KDF !
DHiyq1j =Y ] ] ! se e citz !
: : i chain as a new root key I
: : \\ ________________________ ’&\\
i i Sso
Xit1,€1 ] Xiy1, €1 S
........................ ;i !..................................................................................> y;
Xit1,C2 J i Xit1,C2 R DHip1j = X34
i All messages i
i are relayed by i
| the server |
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Double Ratchet

Alice Bob
New root key
O R I T — , (= k) &)
a i Sure! [ from previous chain o
Xl'+1,Xi+1, Y} [ Yj+11 Yj+1;Xi+1
k ~ .
¢, +— AEAD.Enc —{ KDF }—— DHii1j41 = Xl-yﬁl
— AD

-I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

a

&

=

mk Zero/Constant
¢, +— AEAD.Enc J—— KDF }e——
All messages salt
are relayed by AD
the server v
ck,
UNIKASSEL
VERSITAT



Double Ratchet

Alice Bob
i i New root key
o ! L s . (= cky) 9@,
m i i ! Sure! 1 from previous chain m
: : L2 i
Xl'_l_]_,Xi_l_l,Y}' ! ' [ Yj+11 Yj+1;Xi+1
| i mk ~ Yj
; ; ¢, +—{ AEAD.Enc J— KDF J—— DH,. 1., = X/*
L Yo L AD
: :< ------------------------ ¢
: | S —— :
i ] 1 Canwe meetat11am? ! cks
! ! 1 mk = Zero/Constant
! : ¢, «— AEAD.Enc }—— KDF Je—
i Allmessages | salt
i arerelayedby | V4,0 AD
: the Server :‘ llllllllllllllllllllllll d
i i ck,
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Double Ratchet

Bob

Alice

All messages
are relayed by
the server

o
Xi+1 Xi+1, Y]
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Double Ratchet

Alice

Bob

i i
@l ; g O
Xiv1, Xi+1, Y1 i i Yirt, Yjr1, Xiva
1 1
1 1
Yii1,C1 i I e
@ e EEE IR NN EEEEEE NN RN NN NN RN AN NN RN SN SN NN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE JI :4 ........................
1 1
Y}'+1» 8y) | i Y}+1' 2
«FeesussEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEESEEESEEESEESSEESSEEESEEEEEEEEEEEEEEEEE .E E4 ........................
DH.: — Yxi+1 i i
i+1j+1 j+1 ("o mm e e s s m—m e N i i
e : Use DH;., j4, torecoverthe KDF | i i
"‘~-\= chain and decrypt ¢4, ¢,. Use the : i i
| ck; of the KDF chainasanew | ! ;
| root key : i i
ST TT T ’ i Allmessages |
1 1
i arerelayedby |
1 1
i the server i
1 1
i i
i i
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Double Ratchet

Alice

Xit2,Xi+2, Yjr1
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Double Ratchet

Alice Bob

D
2 °

X'+er'+ZlY'+1 Y'+1;Y'+1;X'+1
‘ ' J New root key J J '

(= cky)
from previous chain F============—===—=- ]

DH; 511 = Y ——| KDF T, AEAD.Enc [— ¢,
AD Xiy2,C1
Yoo
cky
- All messages
pmmmmmmm = 's -7 are relayed by
. New root key | the server

. 4
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Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

Root key from previous KDF chain

}

= Ve S S

I Alice’s DH ratchet !
V1 X x, Y > X, X1, Y b X

Alice 1 2. New DH + root key ---> KDF chain P > Bob
| 3. Use KDF chain to encrypt messages :
@ | 4. Final chain key is the next root key : @
R T e

NI KASSEL
E

U
\"/ RSITAT



Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

Root key from previous KDF chain Root key from previous KDF chain

R e b

I Alice’s DH ratchet ! Alice’s DH ratchet
: 1'Xiixily}"'>Xi+11xi+1lY} : Xi+1"" : 1-Xi:yjIYj'">Xi+11yj1Yj

i
I
l
Alice 1 2. New DH + root key ---> KDF chain P > | 2.New DH +root key --->KDF chain |  Bgp
| 3. Use KDF chain to encrypt messages : | 3. Use KDF chain to decrypt messages :
@ | 4. Final chain key is the next root key : | 4. Final chain key is the next root key : @
m b o o o o e e b o o o - m
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Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

Root key from previous KDF chain Root key from previous KDF chain

R e b

I Alice’s DH ratchet ! Alice’s DH ratchet !
: 1'Xiixily}"'>Xi+11xi+1lY} : Xi+1"" : 1-Xi:yjIYj'">Xi+11yj1Yj :
Alice 1 2. New DH +root key ---> KDF chain ! | 2.New DH +root key --->KDF chain |  Bgp
I
I
I

| 3. Use KDF chain to encrypt messages | 3. Use KDF chain to decrypt messages
@ | 4. Final chain key is the next root key | 4. Final chain key is the next root key

r
Yitq,em | Bob’s DH ratchet

I
|
D . : 1-Xi+1;yj;Yj'">Xi+1iyj+1’ Yj+1... :
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Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

Root key from previous KDF chain Root key from previous KDF chain

R e b

I Alice’s DH ratchet ! Alice’s DH ratchet !
: 1'Xiixily}"'>Xi+1ixi+1lY} : Xi+1"" : 1-Xi:yjIYj"'>Xi+11yj1Yj :
Alice 1 2. New DH +root key ---> KDF chain ! | 2.New DH +root key --->KDF chain |  Bgp
I
I
I

| 3. Use KDF chain to encrypt messages | 3. Use KDF chain to decrypt messages
@ | 4. Final chain key is the next root key | 4. Final chain key is the next root key

r
Yitq,em | Bob’s DH ratchet

I I
1 1
b1 Xiv1, Xir 1, Y > Xig1, Xiv 1, Yiga o R SEEETTIEEELD : 1. Xiv1, Y Yi---> Xit 1, Y+ Yoo :
ol ol
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Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

Root key from previous KDF chain Root key from previous KDF chain

S b

I Alice’s DH ratchet ! ' Alice’s DH ratchet :
L1 XX, Y > Xy, X, Y U X D1 X0, Y > X, 730 !
Alice 1 2. New DH +root key ---> KDF chain ! : 2. New DH +root key --->KDF chain | Bgp
l
I
I

| 3. Use KDF chain to encrypt messages | 3. Use KDF chain to decrypt messages
@ | 4. Final chain key is the next root key | 4. Final chain key is the next root key

r
' Bob’s DH ratchet I Bob’s DH ratchet

1 1
1 Yt 1

: 1. X0 Xip1, Y --> Xig g, Xiv 1, Vg 1 <emmnnnnnnns V1. Xiv1, ¥, Yi--> Xiv 1, Vjs, Vi oo :
R . L.
' Alice’s DH ratchet ! Xito,... ! Allce s DH ratchet :
' 1. Xiv 1 Xiv 1 Vi1 -->Xiv2, X2, Yiga oo T g : 1 Xivn Yjrw Yiwn -=>Xie2, Vi, Yiwaeee |
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X3DH + Double Ratchet

* Integrate Double Ratchet algorithm with X3DH
* Use X3DH to bootstrap Double Ratchet
* The Double Ratchet plays the role of a ‘post-X3DH’ protocol...
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X3DH + Double Ratchet

* Recall of X3DH: Alice
Public parameters: (G, g, q): @
A q-order EC group G with a generator g
| tit tk IK ikp € Z
Long-term secret dentity secretkey (IK) AT T
(static) Identity public key (IPK) IPK, (= gi*4)

ighi - ky € Z

Mid-term secret Signing secret pre-key (SK) SKp €5 Lg
(updated periodically) Signing public pre-key (SPK) SPK,

Short-term secret One-time secret pre-keys (OK)  {okz, 0k3, ...} S5 Zg

(used once) One-time public pre-keys (OPK)  (oPk}, OPKZ, ..)

Bob

)

o

ikB S Zq

IPKp

SkB Eg Zq

SPKg

{okg, 0k, ...} S Zg

(OPK3, OPK3, ...)

U
\")
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X3DH + Double Ratchet

 Recall of X3DH:

Alice Server Bob
ika,Sky, {okj, ...,okjoo} - ikB,skB,{ok};, ...,okéoo}

i Prekey bundle database

| Alice: IPK,, SPK,, 04, {OPK}, ..., OPK %93, ...
Fetching Bob’s pre-key bundle I
™ Bob: IPKg, SPKyg, 05, (OPK}, ..., 0PK;"], ...
(over TLS) I
]

" {IPKg, SPKp, 0g, OPK}}  le e e e e e e e e

\

-

Verify(IPKg, (SPKg, 05))
if valid, accept {IPKg, SPKy, 05, OPK}}
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X3DH + Double Ratchet

* Recall of X3DH:

Alice Bob

D
a 8

Server
ikp,sky, {0k}, ..., 0k;°%} ikg,skg, {0k}, ..., 0k}°°}
{IPKg, SPKg, OPK}} @
eky < Zg

IPK, = g'*4 ,EPK, = g°*4,“1st OPK” , AEADgy , (metadata||"Hey Bob! ", AD = IPK,||IPKp)

»

(Relayed by the server)

SK, = X3DH_Key_Alice(ika, ek, IPKg, SPKg, OPK})
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X3DH + Double Ratchet

* |nitialize Double Ratchet using the SK from X3DH

Alice Bob
ikp,sky, {0k}, ..., 0k;°%} ikg,skg, {0k}, ..., 0k}°°}

{IPKg, SPKg, OPK}}
SK, = X3DH_Key_Alice(iky, ek,, IPKg, SPKg, OPK})

Root key = SKy
XO :J_,XO =1, YO = SPKB

NI KASSEL
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X3DH + Double Ratchet

* |nitialize Double Ratchet using the SK from X3DH

Alice Bob

,

2 e
X3DH

SK, = X3DH_Key_Alice(...)

————————————————————————————————————————————————————————— Atice’s PHratehet-—-------------------omommem e
Root key = SKy

Xo=1,xy =L1,Yy = SPKg (Signing public pre-key of Bob)
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X3DH + Double Ratchet

* |nitialize Double Ratchet using the SK from X3DH

Alice Bob
Q o
) )

X3DH

SK, = X3DH_Key_Alice(...)

————————————————————————————————————————————————————————— Atice’s PHratehet-—-------------------omommem e
Root key = SKy

Xo=1,xy =L1,Yy = SPKg (Signing public pre-key of Bob)
Xl = gxllxl (_$ quDHl,O = YOx1

Use DH; o to derive a KDF chain to encrypt messages...
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Double Ratcheting

Initialize Double Ratchet using the SK from X3DH

Alice r """""""""""""""""""""""""""""""""" H Bob
X3DH [
L e T 9
m Root key = SK from X3DH Root key = SK from X3DH m
r---l ------------------------- I ------------------------ L ------
: Alice’s DH ratchet : ¥ ' Alice’s DH ratchet
1»

: 1. 1,1, YO = SPKB --->X1,X1, YO I I 1. 1, Yo = SkB, YO = SPKB---> Xl,yO, YO

' Bob’s DH ratchet | Y. l Bob’s DH ratchet :
I 1. Xl,xl,YO --->X1,X1,Y1... : D . I 1. Xl)yOIYO___>X11y1'Y1"' :
|----I ------------------------- I o e e e e e e —————— I— -
I Alice’s DH ratchet ! D, CTI ! Alice’s DH ratchet !
: 1.X1,X1,Y1 —'—>X2,XZ,Y1... : ............ > : 1.X1,yl,Y1 —'—>X2,yl,Y1... :
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Sighal Secure Messaging Protocol

Alice i ! Bob
Connection @ __________________ R P -
(login, authentication, ...) () (over TLS) i ] (over TLS) o
X3DH ~ mmmmmmmmmmemeeee g fmmmmmm oo -
i s s
| Use SKfromX3DHas e R L e >
: the initialrootkey... o o % b e e >
vy emmeeeeeeeeeee————- > e —————————————— >
Encrypted messaging e 4 Allmessa ges S
using == mmmm—m————————— 4 arerelayedby lia——=—=—=====----————o
Double Ratchet i the server :
.................. . >
.................. . A
------------------ ﬁ F-----------------»
------------------ ﬁ }-----------------»
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Sighal Secure Messaging Protocol

e Some technical details we do not cover:
e XEdDSA and VXEdDSA:

» DH key pairs for key exchange and signature...

e Header encryption:

» Cannot tell which messages belong to which sessions, or the ordering of messages within a session...
e Out-of-order messages:

e Session management and asynchronous settings
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Coding tasks

e (Without sockets) Use X3DH and Double Ratchet to encrypt this conversation (or you can choose other

conversations):

S
Alice o= :!_'_‘I_e_Y_B_O_b_'_' Bob
“‘—’ ————————————————————
s -E_Are you free on Sunday? | _s* @
m i- Sure ;’V m
i'""":::::::‘::/
_______________________ 1 Gotany plans? |
= 1 How about meeting at the gallery in the city center’? '
“~--~ i At11am |
"‘==f There’s an exhibition I'd like to check out. I
_________________________________ ittt bbb bl LT P g
1 Sounds good, | am in! :’
F----=SSISSSSIIIIIII o
~ 1 See you then 1
.== ————————————————— - Immamaoms=——- - - - - - - - -
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Further Reading

* Technical Documentations of Signal: https://signal.org/docs/

 Some research papers of analyzing security of Ratchet algorithms:
» Bellare et al’s work on formalizing ratcheted encryption/key exchange: https://eprint.iacr.org/2016/1028

» Alwen et al’s work on formalizing Double Ratchet: https://eprint.iacr.org/2018/1037
» Collins et al’s work on Tight security of Double Ratchet: https://eprint.iacr.org/2024/1625
> ...
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