Cryptography Engineering

* Lecture 7 (Dec 3, 2025)

* Case study: E2EE-secure messaging (2 lectures)
* Secure Messaging
* X3DH Protocol
* Symmetric-key Ratchet
* Forward/Backward Secrecy
* Diffie-Hellman Ratchet




“Case Studies” in the Course

* So far, we know digital signature (certificate), TLS (and PQTLS, KEM-TLS)...

* Real-world cryptographic applications are far more complex
* We will study several real-world cryptographic applications in this course

* Your final project (to be decided) may use some techniques from these real-world
applications...
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Secure Messaging

* Text Messages/Instant Messaging

WhatsApp Signal

J

iMessage




End-to-End Encryption

* End-to-End Encryption (E2EE)
* Only sender and recipient can decrypt messages...
* The server cannot decrypt messages (if it does not tamper with the conversation...
* Confidentiality and Privacy
* |n practice, the server will help relaying/forwarding messages...




End-to-End Encryption

* End-to-End Encryption (E2EE)
* Only sender and recipient can decrypt messages...

* The server cannot decrypt messages (if it does not tamper with the conversation...

* Confidentiality and Privacy
* In practice, the server will help relaying/forwarding messages...

E2EE (by default) Non-E2EE (by default)
Examples Examples

OF FON N - Y~ N«

WhatsApp Signal iMessage Element Discord  Facebook Telegram
Messager




End-to-End Encryption

E2EE Non-E2EE
o. o o o @ @ IS B PP » @ Q B PP » B PP > @
Initialization T . D . CY . D . ()
’/""'f """ _“‘\‘ Alice Server Bob Alice Server Bob
| Including logging |
I in, sharingusers’ |
\_mermaron. -
Messaging
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End-to-End Encryption

Initialization (@\ — @ o

Messaging a

Alice Server

The server only relays the
encrypted messages, no storage
( or just short-term storage).

Non-E2EE
................ . DA |
................ > RO G
Server Bob




End-to-End Encryption

Initialization (@\ — @ o

Messaging a

Alice Server

The server only relays the
encrypted messages, no storage
( or just short-term storage).

Non-E2EE
O] won [ e O
S YO . DR . ()
Alice Server Bob
) e @ —O)
m SR > SR > m
Alice Server Bob

Encrypted communication (e.g., via
TLS) with the server, but the messages
may be stored (in plaintext)...

ASSE

U I K L
\"/ RSITAT



Sighal Secure Messaging Protocol

* One of the most secure instant messaging app

How's it going? e * End-to-end encryption (E2EE)

Good

« WhatsApp )’/ also uses the Signal protocol

How are you? ., @




Sighal Secure Messaging Protocol

{ Registration ]

7

-

Session Setup J

.

( Double Ratchet
. & Messaging




Sighal Secure Messaging Protocol

-

[ - J « ldentity keys, signed pre-keys,
Registration .
one-time pre-keys, ...

r

,  X3DH (Extended Triple Diffie-Hellman)
Session Setup
. protocol (Today)
" Double Ratchet * Double Ratchgt Algorithm:
& Messaging « Symmetric Ratchet (Today)
* Diffie-Hellman Ratchet




The X3DH Protocol

Address How to Establish Secure Initial Shared Secret
* [t needs the serverto help sharing pre-information

Based on (EC)DH

Mutual Authentication:
* Two communication parties have long-term key pairs

Forward Secrecy




The X3DH Protocol — Key Pairs

* Key pairs of each party:

* For simplicity, we define
¢ xk>

‘XPK’ always equalsto ‘g

* All public keys (along with the
user identity) will be stored in
the server

Public parameters: (G, g, q):
A q-order EC group G with a generator g

Identity secret key (IK)

Identity public key (IPK)

Signing secret pre-key (SK)

Signing public pre-key (SPK)

One-time secret pre-keys (OK)

One-time public pre-keys (OPK)

Alice
ikp Eg Zq

IPKA(= g**4)

SkA E$ Zq

SPK,

{ok},0k3,..} S4 Z

(OPK;,OPKZ, ..)

q

Bob

O,
BN

ikg Eg Zq

IPKg

SkB E$ Zq

SPKg

{okg, 0k3,..} S5 7

q

(OPK3, OPKE, ..




The X3DH Protocol — Key Pairs

* Key pairs of each party:

,‘----_\

‘XPK’ always equals to

the server

Identity keys

* For simplicity, we define

¢ xk>

g

* All public keys (along with the
user identity) will be stored in

Generated during registration

Will be used for Key Exchange
and Signing

Public parameters: (G, g, q):
A q-order EC group G with a generator g

Identity secret key (IK)

Identity public key (IPK)

Signing secret pre-key (SK)

Signing public pre-key (SPK)

One-time secret pre-keys (OK)

One-time public pre-keys (OPK)

Alice
ikp Eg Zq

IPKA(= g**4)

SkA E$ Zq

SPK,

{ok},0k3,..} S4 Z

(OPK;,OPKZ, ..)

q

Bob

O,
BN

ikg Eg Zq

IPKg

SkB E$ Zq

SPKg

{okg, 0k}, ...} S5 Z,

(OPK3, OPKE, ..




The X3DH Protocol — Key Pairs

* Key pairs of each party:

o TN N N N N Sy

‘XPK’ always equals to

the server

Signing Pre-keys

Updated periodically (e.g.,
once a week, or once a month)

* For simplicity, we define

¢ xk>

g

N N N BN NN NN NN NN NN NN BN BN BN BN BN BN BN BN BN NN NN N B B By

Generated during registration

Will be used for Key Exchange
and Signing

NN N . N N B BN EEE N EEN EEN EEN BN EEN BN N BN BN S B B B N B .

Public parameters: (G, g, q):

A q-order EC group G with a generator g

* All public keys (along with the
user identity) will be stored in

Identity secret key (IK)

Identity public key (IPK)

{ Signing secret pre-key (SK)

Signing public pre-key (SPK)

One-time secret pre-keys (OK)

-

One-time public pre-keys (OPK)

Alice
ikp Eg Zq

IPKA(= g**4)

SkA E$ Zq

SPK,

{ok},0k3,..} S4 Z

(OPK;,OPKZ, ..)

q

Bob

O,
BN

ikg Eg Zq

IPKg

SkB E$ Zq

SPKg

{okg, 0k3,..} S5 7

q

(OPK3, OPKE, ..
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The X3DH Protocol - Key Pairs

T e ey

Key pairs of each party:

* For simplicity, we define
¢ xk>

‘XPK’ always equalsto ‘g

* All public keys (along with the
user identity) will be stored in

the server

One-time Pre-keys

* Generated as a batch during

registration

 Each keyis used once for each

new session; Deleted after use

 Re-generated when used up (or

the supply is low)

Public parameters: (G, g, q):
A q-order EC group G with a generator g

Identity secret key (IK)

Identity public key (IPK)

Signing secret pre-key (SK)

Signing public pre-key (SPK)

{ One-time secret pre-keys (OK)

One-time public pre-keys (OPK)

Alice
ikp Eg Zq

IPKA(= g'*)

SkA E$ Zq

SPK,

{0k, 0k}, ..} S5 Z,

(OPK;,OPKZ, ..)

Bob

O,
BN

ikg Eg Zq

IPKg

skg Eg Zq

SPKg

{okg, 0k}, ..} S Z,

(OPK3, OPKE, ..
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The X3DH Protocol - Pre-key Bundles

* When Bob registers (we only focus on the cryptographic parts)...

* For simplicity, we define ‘XPK’ always equals to ‘ g*"’

Bob Server

2 =

ik, skg, {0k}, ..., 0k 100}

Prekey bundle database
Alice: IPK,, SPK,, o4, {(OPK}, ..., 0PK "}, ...




The X3DH Protocol - Pre-key Bundles

* When Bob registers (we only focus on the cryptographic parts)...

* For simplicity, we define ‘X PK’ always equals to ‘gxk’

Bob Server

ikB, SkB, {Oké, ceey Oké()()}

= ————————————————————————
oy = Sign(ikg, SPKp) i Prekey bundle database
I
|

IPKg, SPKy, 0, {OPK}, ..., OPK;°°} Alice: IPK,, SPK,, 04, (OPK}, ..., 0PK;""}, ...
(over TLS)

A
-




The X3DH Protocol - Pre-key Bundles

* When Bob registers (we only focus on the cryptographic parts)...

* For simplicity, we define ‘X PK’ always equals to ‘gxk’

Bob

)
BN

ik, skg, {0k}, ..., 0k 100}

og = Sign(ikg, SPKp)

w >

IPKg, SPKg, 05, {OPK}, ..., OPKA°%}
(over TLS)

|
1 |

Server

Prekey bundle database

lice: IPKx, SPK,, 04, {OPK}, ..., OPK}°%}, ...
ob: IPKg, SPKg, 05, {OPK3, ..., OPK;°"}, ...




The X3DH Protocol - Pre-key Bundles

e When Alice communicates with Bob...
Alice Server Bob

8 = 2

ika,Ska, {0k}, ... 0k°0Y I E S SSm s s s s s s s s s ikp,skp, {0k}L, ..., 0kk00
Uea, Ska (0FA, .., OFeA ) Prekey bundle database 5. Sk, (0K, .., 0k )

1
1
1
I Alice: IPK A, SPK,, 0,4, {OPK}, ..., 0PK 9, ...
Fetching Bob’s pre-key bundlej A 4 %4 { 4 4 }

|
|
|
|
:
" Bob: [PKg, SPKy, 0, {(OPKy, ..., OPK;™}, oo
:
|
l

(over TLS) i




The X3DH Protocol - Pre-key Bundles

e When Alice communicates with Bob...
Alice Server Bob

8 = 2

ika,Ska, {0k}, ... 0k°0Y I E S SSm s s s s s s s s s ikp,skp, {0k}L, ..., 0kk00
Uea, Ska (0FA, .., OFeA ) Prekey bundle database 5. Sk, (0K, .., 0k )

1
1
1
I Alice: IPK A, SPK,, 0,4, {OPK}, ..., 0PK 9, ...
Fetching Bob’s pre-key bundlej A 4 %4 { 4 A

1
1
1
1
:
" Bob: /|PKg, SPKy, 05, (OPKE, ..., 0PK:", ... |
:
1
|

(over TLS) !
 {IPKg, SPKp, 05, OPKL} e e e e e e e e

P

Verify(IPKg, (SPKg, 0g))
if valid, accept {IPKg, SPKg, 0p, OPK,_%}




The X3DH Protocol

* When Alice communicates with Bob...

Alice Bob

D
2 s

ika, sky, {OkL, ..., 0100} ikg, skg, {0kb, ..., 0k 00}
{IPKg, SPKpy, 05, OPK}}




The X3DH Protocol

* When Alice communicates with Bob...

Alice Bob

D
2 s

Server

ika, sky, {OkL, ..., 0100} ikg, skg, {0kb, ..., 0k 00}
{IPKg, SPKpy, 05, OPK}} @

eky < I, IPK, = g'*a ,EPK, = g®*a, “1°tOPK”, AEADgpr(sk ,) (msg = metadata, AD = IPKA||IPIfB)

»

(Relayed by the server)

SK, = X3DH_Key_Alice(iky, ek, IPKg, SPKg, OPK})
(...will be explained later)




The X3DH Protocol

* When Bob receives messages (which is actually relayed by the server) from Alice...

Alice Bob
m Server m
ika,skgy, {0k}, ..., 0k}

{IPKg, SPKy, 05, OPK 2} @

IPK, = g'*4 ,EPK, = g°*4,“13*OPK”, AEADpr(sk ) (msg = metadata, AD = IPK,||IPKp)

ik, skg,{okL, ..., 0k}0%}

eky <57,
(Relayed by the server) Accept if the initial
ciphertext can be decrypted
SK, = X3DH_Key_Alice(ikp, ek,, IPKg, SPKp, OPKE) SKy = X3DH_Key_Bob(IPK,, EPK,, ikg, skg, ok};)

(...will be explained later) (...will be explained later)

ASSE
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The X3DH Protocol

* How the X3DH protocol computes a shared secret...

Alice Bob
.
(@W o

| X3DH_Key Alice(iky, ek,, [PKg, SPKy, OPK )
1.DH, = SPK}*

2.DH, = IPKS"

' 3. DH3 = SPKS"

.4 DH, = (OPKy)¢ka

. 5. return SK, = KDF(DH;, DH,, DH3, DH,)

| SKg = X3DH_Key_Bob(IPK,, EPK,, ikg, skg, 0kp)
| 1.DH, = IPK;"?
! 2.DH, = EPK.*?
| 3.DH, = EPKS*?

4.DH, = EPK,"
5. return SKg = KDF(DH;, DH,, DH3, DHy)




The X3DH Protocol

* How the X3DH protocol computes a shared secret...

Alice Bob

D
2 s

X3DH_Key_Alice(ik,, ek, IPKg, SPKy, OPK,) X3DH_Key_Bob(IPKy, EPK,, ikg, skg, 0k5)
A k
1.DH; = SPK, A e 1.DH; = IPK;"?
k »~ =~ _ ikB
2.DH, =IPKg * l/ikA DH,: gt ota l_kB\\‘ 2.DH, = EPKAk
S
3.DH; = SPKS"4 : ! 3.DH3 = EPK;"?
4.DH, = (OPKp)*ka | DH,: gte - cka i 4.DH, = EPK,"
5. SK, = KDF(DH,, DHy, DH3, DHy) § | 5.SKy; = KDF(DH,, DH,, DH,, DH
: ekA DH3:gSkB eky SkB E B ( 1 2 3 4)
! I
1 [
\\ DH,: g%k ¢ka okg }
\\~ .




The X3DH Protocol

Based on (EC)DH

Trusted server required @ -— E @

* Store public keys, relay messages, ... —

* Butit cannot decrypt ciphertexts... X3DH
O-RTT (Zero round-trip time)

* Immediate message sending without waiting for a response

Support offline communication
 Can be executed even if Bob (the receiver) is offline
* Offline messages (encrypted) will be stored in the server until Bob is online again

Mutual Authentication, Forward Secrecy, ...

* Inthis course, we focus on How it works rather than Why it is secure...

NI KASSEL
E

U
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The X3DH Protocol

Based on (EC)DH

Trusted server required @ PR E @

* Store public keys, relay messages, ... —
* Butit cannot decrypt ciphertexts... X3DH
* O-RTT (Zero round-trip time) AT T TS S ms s s oo s s s \

A note: Do not confuse X3DH with TLS

* Immediate message sending without waiting for a response
Different primary goals/settings:

Support offline communication
 Can be executed even if Bob (the receiver) is offline

X3DH: secure messaging between users,
rely on trusted pre-shared public keys...

-y,

» Offline messages (encrypted) will be stored in the server unf TLS: secure connections with a server, rely

| .
. . on trusted CAs and use certificates...
Mutual Authentication, Forward Secrecy, ... \ )

NN NN N NN BN NN EEN BN NN BN BN NN BN BN NN BN BN NN BN NN NN B BN BN B N BN B N S

* Inthis course, we focus on How it works rather than Why it is secure...




Double Ratchet

* After completing X3DH...

e ...we use Double Ratchet to: (@W ) ' E 2 X3DH
* Encrypt messages + updates the shared key — >
s Frerte . cimsthe coarre chared ey  mm=m=- (Shared a key) ====-

R Double
ratchet

* Diffie-Hellman Ratchet + Symmetric-key Ratchet

A

* Essential for forward/backward secrecy

UNIKASSEL
VERSITAT



Symmetric-key Ratchet

e KDF chain

* KDF: Key derivation function

Auxiliary input <

l

Main secret =——»

KDF

— derived key

optional, can

be constant
or new secret




Symmetric-key Ratchet

e KDF chain

* KDF: Key derivation function

l

Auxiliary input

Main secret =——»

KDF

— derived key

* Example KDF using HKDF:

Auxiliary input

)
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

]

[ 4 A
i salt =some constant info = Auxiliary input E
I |
I |
input_key_material I ’\L‘ ,
> rk 1 >
= Main secret | I/| > P ! derived key
S . S )
1. prk = HKDF.Extract( input_key_material = Main secret, salt = some constant)
2. derived key = HKDF.Expand( prk, Auxiliary input)
UNIKASSEL
VERSITAT



Symmetric-key Ratchet

e KDF chain

* KDF: Key derivation function

Auxiliary input 1

|

Initial ) Chain
Secret KDF ) Key 1




Symmetric-key Ratchet

e KDF chain

* KDF: Key derivation function

-

Auxiliary input1 o __[Z RE¥ @7 o

|n|t|al D Chain “““““““
— .
Secret KDF ) | Key 1

.

i Forkey chaining... 1




Symmetric-key Ratchet

e KDF chain

* KDF: Key derivation function

Auxiliary input 1 Auxiliary input 2
Initial ) Chain Chain
Secret KDF ) | Key 1 KDF | Key 2
Encryption Encryption

Key 1 Key 2




Symmetric-key Ratchet

e KDF chain

* KDF: Key derivation function

Auxiliary input 1

Auxiliary input 2

Auxiliary input 3

Initial ) Chain Chain Chain
Secret KDF ) | Key 1 KDF Key 2 KDF Key 3
Encryption Encryption Encryption
Key 1 Key 2 Key 3
UNIKASSEL
VERSITAT



Symmetric-key Ratchet

e KDF chain

* KDF: Key derivation function

Auxiliary input 1 Auxiliary input 2 Auxiliary input 3
Initial ) Chain Chain Chain
Secret KDF ) | Key 1 KDF | Key 2 KDF | Key 3
Encryption Encryption Encryption
Key 1 Key 2 Key 3

* Use Key Chain to encrypt messages




Symmetric-key Ratchet

e KDF chain

* KDF: Key derivation function

Auxiliary input 1

Auxiliary input 2

Auxiliary input 3

Initial ) Chain Chain Chain
Secret KDF ) | Key 1 KDF Key 2 KDF Key 3
Encryption Encryption Encryption
Key 1 Key 2 Key 3
UNIKASSEL
VERSITAT



Symmetric-key Ratchet

* Atoy example of secure messaging using symmetric-key ratchet

Alice Bob
() =--=-me=ssmssmememeemeeeee- > &)  Maybe offline
e T () atthistime
___________________________________________________________________ >
(X3DH)
UNIKASSEL
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Symmetric-key Ratchet

* Atoy example of secure messaging using symmetric-key ratchet
Alice Bob

() =--=-me=ssmssmememeemeeeee- > &)  Maybe offline
e T S () atthistime

Initial key (XBDH)

1

KDF }— mk,

!

cky

*We ignore the auxiliary input to KDF




Symmetric-key Ratchet

* Atoy example of secure messaging using symmetric-key ratchet

Alice Bob
@) -mmmmmmmmmmmmmemememeeee- > ©)  Maybe offline
e T () atthistime
Initial key — ewme~ e—————— " (X3DH)
1 71 Hey Bob! |
! ‘
KDF _ymkl_p Encrypt ............. } .......... > @
cky
*We ignore the auxiliary input to KDF
UNIKASSEL
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Symmetric-key Ratchet

* Atoy example of secure messaging using symmetric-key ratchet

Alice Bob
T » o
2500 Y o
___________________________________________________________________ >
Initial key — —mmme —————— : (X3DH) Initial key

71 Hey Bob! |
| i . .
KDF —ymkl—p Encrypt ........................ > @ ........................ >
cky

*We ignore the auxiliary input to KDF




Symmetric-key Ratchet

* Atoy example of secure messaging using symmetric-key ratchet

Alice Bob

 ————— 1= 0

2500 Y ok

___________________________________________________________________ >
Initial key — imme o = —————— : X3DH v. Initial ke
e = Hey Bob! R y
l l ™
C1 1 \\\
KDF —ymkl—p EnCrypt ........................ S e e > \\\
k\ \\\
\\\ e mmmm e S e m oo .
ck, \j ORTT (informal): The X3DH KE message
. andthe c¢; here can be sent together!

*We ignore the auxiliary input to KDF




Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob

@ oo - E S

2500 Y o

___________________________________________________________________ >
Initial keym ~~~~~~~~~~~ i~ Ijlg--B-o-bT'i (X3DH) Initial key
1 | Fey Bob: l
l C (o
KDF b—> mic,—| Encrypt |-eeeeeeesees LR > @ crrerreeen e mk, < KDE
cky cky
*We ignore the auxiliary input to KDF

UNIKASSEL
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Symmetric-key Ratchet

* Atoy example of secure messaging using symmetric-key ratchet

Alice Bob
Y ——— 4= 0
2500 Y ah
___________________________________________________________________ >
Initial keym ~~~~~~~~~~~ Flg--B-o-bT H (X3DH) Initial key
y
l 1 . . l
KDF el mk1—> Encrypt ........................ > @ ........................ > Decrypt q—mkl < KDF
l .Allce said: “Hey Bob!” ' l
ckq . TEEmEmmmEmmmmmmmEmmm cky

*We ignore the auxiliary input to KDF




Symmetric-key Ratchet

* Atoy example of secure messaging using symmetric-key ratchet

Alice Bob
o —— 3= E
0 T o
___________________________________________________________________ >
Initial key (XBDH) Initial key
l ! . . l
KDF —}mkl—p Encrypt ........................ [ e e > Decrypt q—mkl < KDF
cky cky
KDF p—>mk, mk, <—1 KD
ck; We ignore the input to KDF ck,
UNIKASSEL
VERSITAT



Symmetric-key Ratchet

* Atoy example of secure messaging using symmetric-key ratchet

Alice
[ >
m == == = -
nitial key —~"mmmmmpmm————— (;(-CiTD-I-T) ---------
| l C C
1 1
KDF —};qq_k__}_—p Encrypt ........................ > @ .................
R
el tmeeesnnesmssnmeesseeseese ] All Message keys will
be deleted after use

KD —>me

-
e
Py
““““
L
o
Pa.

ck, *We ignore the auxiliary input to KDF




Symmetric-key Ratchet

* Atoy example of instant messaging using symmetric-key ratchet

Alice Bob
o ——— = o
S T s L O
Initial key (XBDH) ,04 Initial key
| 1 A
€1 €1 27
KDF —y%—» Encrypt ........................ > @ ........................ > Decrypt 4_,'#1_](;! < KDF
| al /'

v /' ,’ v
e . mmooooooE / L__., ke

KDF _>mk2 @ D Encrypt <_mk2<— KDF

ck; We ignore the input to KDF ck,
UNIKASSEL
VERSITAT



Symmetric-key Ratchet

* Atoy example of secure messaging using symmetric-key ratchet

Alice Bob
o —— 3= S
0 T o
___________________________________________________________________ >
Initial key (XBDH) o Initial key
s,
l I 7
€1 €1 e /
KDF —}:)qq_k__,r,_—p Encrypt ........................ p [—" cvsessussassssnsssanunns > Decrypt 4—/}@4(;{ < KDF
| al /'
4 fm———————————————— //, ,, v
ek | Bob said: “Hey Alice!y o ZIIZZZZIIIC 7, eler
I How’sitgoing!” 3 i Hey Alice! How’s it going! | '
KDF _>mk2_’ Decrypt P - @ D Encrypt <_mk2 G KDF
ck; We ignore the input to KDF ck,
UNIKASSEL
VERSITAT



Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(Q oy — KDF s KDF p—=— ... —=4{ KDF }— ¢k,
ika,ska, {0k}, ... 0k}00 1 1
A\A‘{A\A‘}\nlkl ks mk;
long-term mid-term short-term

secret secret secret




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(@W ey ——KDF j——{ KDF J——> - —= KDF J—>ck;
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,. 0:4'{ 4 4 } mkl mkz mki
0..::.‘

Leakage
happens!




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(@ ey KDF |——{ KDF }—— —| KDF |——ck;
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,. 014 { 4 4 } mkl mkz mkl

Will the symmetric keys generated
before the leakage remain secure?

o
N —————

Leakage
happens!




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Alice Bob
@ Leakage! 2
I - . 1 100
SK, =X3DH_Key_Alicq(ikA,iekA, IPKg, SPKy, OPK}) tkg, skp, {0k, ..., ok}

1.DH, = SPK}*
2. DH, = IPK; "
3.DH; = SPK.
4.DH, = (OPKy)®*a
5. SK, = KDF(DH,, DH,, DH3, DHy)




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Allce Bob

Leakage! @
M)

SK, = X3DH_Key _ Ahcq lkA,lekA, IPKg, SPKy, OPK}) ikg, skg, {0k, ..., 0k5""}
I.DH, =sPKKa T
2.DH, = IPK5"

3. DH;3 = SPK; "4

4.DH, = (OPKy)®¢ka

5.SKx = KDF(DHy, DHy, DH3, DH,)

ek, is not a long-
term secret




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Alice Bob

Leakage! @
H g 0

L : 1 100
SK, =stH_Key_Aucq(ikA,iekA, IPKg, SPKg, OPK ) tkp, skp, {0kp, ..., 0k}
1.DH, = SPK, o

2. DH, = IPKE*4 ” S
T2 Bek { ik, DHy: gtka ske ikg \
3.DHz = SPK, : !
4.DH, = (OPKy)®*ka i DH,: gtk ¢ka !
I
5. SKA = KDF(DHl, DHz, DH3, DH4_) : :
| eky DHj: gSkB ¢ka skp 1
! I
! I
! k ]
\\ DH gokB eky OkB /

\\~ ___________________________ ‘¢,




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Alice Bob

Leakage! QE?
H g 0

I - : 1 100
SK, =stH_Key_Aucq(ikA,iekA, IPKg, SPKg, OPKp) tkp, skp, {0kp, ..., 0k}
1.DH, = SPK'*a o
2.DH, = IPKS" T on PR
\

3. DH, = SPKZ" L I
4.DH, = (OPKj)¢*4 i i
5.SK, = KDF(DH,, DH,, DH3,DH,) | :

I :

| |

| 1

\\ ,l

4




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial k k k;_
(@ oy ——KDF J——{ KDF }—— ... —={ KDF }—> ck,
kp, Sk ki k00 1 1 1
L.V A {oky, ..., 0k, "} mk mk, mk,

‘e
..
L2
.0 "
L
..

Leakage
happens!
Will the symmetric keys generated

before the leakage remain secure?

-------------------------------------------------

Initial_key (of X3DH)= KDF(DH,, DH,, DHs, DH,)




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice
Q Initial
() key

. 1 100

O..
.,
LS

Initial_key (of X3DH)= KDF¢DHy} DH,, DHs, DHy)

(Current stage)

— KDF

Chy o KDF chs > ... Cki_l: KDF p——> ck;
mky mk, mk;
_ /)

Y Leakage
e N happens!
i Will the symmetric keys generated i
i before the leakage remain secure? E

: I DH_1 is not secure
But DH_2,3,4 remain secret




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice
Q Initial
() key

. 1 100

*
00000
LS

(Current stage)

— KDF

5 KDF B .. 9 DF b— ek,
mk, mk, mk;
N\ J
Y Leakage
(7T T T N h !
{ Willthe symmetric keys generated ! appens
i before the leakage remain secure? i
| YES! ;

_________________________________________________

Initial_key (of X3DH)= KDFqDHli DH,, DH4, DH,) DH_1 is not secure

But DH_2,3,4 remain secret




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
K@W el —(kDF s KDF s - L= KDF }— ck
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,.. 014 { 4 4 } mkl mkz mki
""" u G J
w ________________________ A
i Will the symmetric keys generated before !
e i the leakage remain secure if @ learns |
ikp, skp, {0k, ..,0kz”"} 1 Alice’s and Bob’s long/mid-term keys? |




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(@ key —1 KDF ~—| KDF ... | KDF |— ck;
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,. 0:4'{ 4 4 } mkl mkz mki
~~~~~ % W
) N\ J WA
@ ________________________ A N
i Will the symmetric keys generated before | |
. I . : P
....... ; i i the leakage remain secure if ® learns -
ik, skg, {okg, .., 0ki”} 1 Alice’s and Bob’s long/mid-term keys? | !
N e e R4 I
D \

ah

Bob




Backward Secrecy

Alice

a

Initial
key

— KDF

1

mk,

» KDF

ck,

Cki_1

!

mk,

KDF

Cki

!

mki

» KDF

l

mk;q




Backward Secrecy

Alice

a

Initial
key

— KDF

1

mk,

» KDF

ck,

Cki_1

!

mk,

KDF

Cki

!

L4

mk; ¢
L4
L4

A 4

KDF

l

mk;q




Backward Secrecy

Ink|t|al KDF Ckl > KDF Ckz > Cki—l KDF
R 1 1
mky mk, mk;
\
Y

----------------------------------------

----------------------------------------

Cki

A 4

KDF

l

mk;q




Backward Secrecy

Alice
Initial k k ki ki k;
(@ﬁ ey KDF }——{ KDF }—— .. —={ KDF }———{ KDF }».
mk; mic; mk; mkiq
\ ) \ )
S A ——— e Y
f Remain secure, because of | \4 f |
{  the one-wayness of KDF | m ! Insecure i

--------------------------------------------




Backward Secrecy

* Future communication remains secure even if a current session key is compromised

Alice
Initial ck ck ck;_ ck; ck;
(Q ey KDF |—— KDF |—— — KDF |—— KDF |—— -
mk, mk, mk; mk; 4
\ ) . F \ )
R A — e ) A— X
{ Remain secure, because of | ¢ f i
i  the one-wayness of KDF | w i Insecure i
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Backward Secrecy

* Future communication remains secure even if a current session key is compromised

Alice
Initial k k ki k; k;
(Q ”k'e'ya KDF }——{ KDF }—=— ... —= KDF }——{ kDF = ..
mk, mk, mk; mk; 4
\ ) . \ )
R A — e ) A— X
( . \ 2 ! _
i Remain secure, because of v i Symmetric-key ratchet does not
| theone-waynessofkDF | (@Y | provide Backward Secrecy

-------------------------------------------




Diffie-Hellman Ratchet

 X3DH + Symmetric-key Ratchet

* X3DH provides Forward Secrecy

* Current session key compromises does not lead to the compromise of previous session keys
* (bythe one-wayness of KDF in Symmetric-key Ratchet)

 No Backward Secrecy




Diffie-Hellman Ratchet

 X3DH + Symmetric-key Ratchet

* X3DH provides Forward Secrecy

* Current session key compromises does not lead to the compromise of previous session keys
* (bythe one-wayness of KDF in Symmetric-key Ratchet)

 No Backward Secrecy

* Solution: Diffie-Hellman Ratchet (Next lecture)




Exercise

* Implement an X3DH demo

Registration: Alice and Bob register their key pairs with the server

Fetch pre-key bundles: To run the key exchange with Bob, Alice first fetches his pre-key bundle from the
server

Key Exchange: After receiving Bob’s pre-key bundle, Alice runs the X3DH key exchange to get the shared
secret

* Implement the KDF chain (use the X3DH shared secret as the initial secret)

Example (using HMAC-KDF-chain): ck;,; = HMAC(ck;, "chain key"), mk; = HMAC (ck;, "message key")

* Implement the secure messaging demo using X3DH and KDF

Alice starts the conversation
If Bob is offline, Alice’s protocol messages are stored in the server

Alice starts to derive the initial chain key and root key using (1%, cky,) = HKDF (| X3DH secret|,"X3DH"),
and send encrypted messages to Bob. (Root key is ignhored now)

Once Bob is online, the server sends Alice’s protocol messages to Bob, and Bob decrypts Alice’s messages
and responds...

NI KASSEL
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