Cryptography Engineering
* Lecture 8 (Dec 10, 2025)
* Case study: E2EE-secure messaging - 2

 Forward/Backward Secrecy
* Diffie-Hellman Ratchet




The X3DH Protocol

* How the X3DH protocol computes a shared secret...

Alice Bob

D
2 s

X3DH_Key_Alice(ik,, ek, IPKg, SPKy, OPK,) X3DH_Key_Bob(IPKy, EPK,, ikg, skg, 0k5)
A k
1.DH; = SPK, A e 1.DH; = IPK;"?
k »~ =~ _ ikB
2.DH, =IPKg * l/ikA DH,: gt ota l_kB\\‘ 2.DH, = EPKAk
S
3.DH; = SPKS"4 : ! 3.DH3 = EPK;"?
4.DH, = (OPKp)*ka | DH,: gte - cka i 4.DH, = EPK,"
5. SK, = KDF(DH,, DHy, DH3, DHy) § | 5.SKy; = KDF(DH,, DH,, DH,, DH
: ekA DH3:gSkB eky SkB E B ( 1 2 3 4)
! I
1 [
\\ DH,: g%k ¢ka okg }
\\~ .




Double Ratchet

* After completing X3DH...

e ...we use Double Ratchet to: (@W ) ' E 2 X3DH
* Encrypt messages + updates the shared key — >
s Frerte . cimsthe coarre chared ey  mm=m=- (Shared a key) ====-

R Double
ratchet

* Diffie-Hellman Ratchet + Symmetric-key Ratchet

A

* Essential for forward/backward secrecy
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Symmetric-key Ratchet

e KDF chain

* KDF: Key derivation function

Auxiliary input 1 Auxiliary input 2 Auxiliary input 3
Initial ) Chain Chain Chain
Secret KDF ) | Key 1 KDF | Key 2 KDF | Key 3
Encryption Encryption Encryption
Key 1 Key 2 Key 3

* Use Key Chain to encrypt messages




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(Q oy — KDF s KDF p—=— ... —=4{ KDF }— ¢k,
ika,ska, {0k}, ... 0k}00 1 1
A\A‘{A\A‘}\nlkl ks mk;
long-term mid-term short-term

secret secret secret




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(@W ey ——KDF j——{ KDF J——> - —= KDF J—>ck;
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,. 0:4'{ 4 4 } mkl mkz mki
0..::.‘

Leakage
happens!




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(@ ey KDF |——{ KDF }—— —| KDF |——ck;
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,. 014 { 4 4 } mkl mkz mkl

Will the symmetric keys generated
before the leakage remain secure?

o
N —————

Leakage
happens!




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Alice Bob
@ Leakage! 2
I - . 1 100
SK, =X3DH_Key_Alicq(ikA,iekA, IPKg, SPKy, OPK}) tkg, skp, {0k, ..., ok}

1.DH, = SPK}*
2. DH, = IPK; "
3.DH; = SPK.
4.DH, = (OPKy)®*a
5. SK, = KDF(DH,, DH,, DH3, DHy)




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Allce Bob

Leakage! @
M)

SK, = X3DH_Key _ Ahcq lkA,lekA, IPKg, SPKy, OPK}) ikg, skg, {0k, ..., 0k5""}
I.DH, =sPKKa T
2.DH, = IPK5"

3. DH;3 = SPK; "4

4.DH, = (OPKy)®¢ka

5.SKx = KDF(DHy, DHy, DH3, DH,)

ek, is not a long-
term secret




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Alice Bob

Leakage! @
H g 0

L : 1 100
SK, =stH_Key_Aucq(ikA,iekA, IPKg, SPKg, OPK ) tkp, skp, {0kp, ..., 0k}
1.DH, = SPK, o

2. DH, = IPKE*4 ” S
T2 Bek { ik, DHy: gtka ske ikg \
3.DHz = SPK, : !
4.DH, = (OPKy)®*ka i DH,: gtk ¢ka !
I
5. SKA = KDF(DHl, DHz, DH3, DH4_) : :
| eky DHj: gSkB ¢ka skp 1
! I
! I
! k ]
\\ DH gokB eky OkB /

\\~ ___________________________ ‘¢,




Forward Secrecy

* Recall: How the X3DH protocol computes a shared secret...

Alice Bob

Leakage! QE?
H g 0

I - : 1 100
SK, =stH_Key_Aucq(ikA,iekA, IPKg, SPKg, OPKp) tkp, skp, {0kp, ..., 0k}
1.DH, = SPK'*a o
2.DH, = IPKS" T on PR
\

3. DH, = SPKZ" L I
4.DH, = (OPKj)¢*4 i i
5.SK, = KDF(DH,, DH,, DH3,DH,) | :

I :

| |

| 1

\\ ,l

4




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial k k k;_
(@ oy ——KDF J——{ KDF }—— ... —={ KDF }—> ck,
kp, Sk ki k00 1 1 1
L.V A {oky, ..., 0k, "} mk mk, mk,

‘e
..
L2
.0 "
L
..

Leakage
happens!
Will the symmetric keys generated

before the leakage remain secure?

-------------------------------------------------

Initial_key (of X3DH)= KDF(DH,, DH,, DHs, DH,)




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice
Q Initial
() key

. 1 100

O..
.,
LS

Initial_key (of X3DH)= KDF¢DHy} DH,, DHs, DHy)

(Current stage)

— KDF

Chy o KDF chs > ... Cki_l: KDF p——> ck;
mky mk, mk;
_ /)

Y Leakage
e N happens!
i Will the symmetric keys generated i
i before the leakage remain secure? E

: I DH_1 is not secure
But DH_2,3,4 remain secret




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice
Q Initial
() key

. 1 100

*
00000
LS

(Current stage)

— KDF

5 KDF B .. 9 DF b— ek,
mk, mk, mk;
N\ J
Y Leakage
(7T T T N h !
{ Willthe symmetric keys generated ! appens
i before the leakage remain secure? i
| YES! ;

_________________________________________________

Initial_key (of X3DH)= KDFqDHli DH,, DH4, DH,) DH_1 is not secure

But DH_2,3,4 remain secret




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
K@W el —(kDF s KDF s - L= KDF }— ck
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,.. 014 { 4 4 } mkl mkz mki
""" u G J
w ________________________ A
i Will the symmetric keys generated before !
e i the leakage remain secure if @ learns |
ikp, skp, {0k, ..,0kz”"} 1 Alice’s and Bob’s long/mid-term keys? |




Forward Secrecy

* Long-term secret keys are compromised, but past communication remains secure...

Alice (Current stage)
Initial ck ck ck;_
(@ key —1 KDF ~—| KDF ... | KDF |— ck;
ik, Ssky, {0k}, ..., 0k:0° 1 1 1
ﬁ,. 0:4'{ 4 4 } mkl mkz mki
~~~~~ % W
) N\ J WA
@ ________________________ A N
i Will the symmetric keys generated before | |
. I . : P
....... ; i i the leakage remain secure if ® learns -
ik, skg, {okg, .., 0ki”} 1 Alice’s and Bob’s long/mid-term keys? | !
N e e R4 I
D \

ah

Bob




Backward Secrecy

Alice
Initial k k ki ki k;
(@ﬁ ey KDF }——{ KDF }—— .. —={ KDF }———{ KDF }».
mk; mic; mk; mkiq
\ ) \ )
S A ——— e Y
f Remain secure, because of | \4 f |
{  the one-wayness of KDF | m ! Insecure i

--------------------------------------------




Backward Secrecy

* Backward Secrecy: Future communication remains secure even if a current session key is
compromised

Alice
Initial ck ck ck;_ ck; ck;
(Q ey KDF |—— KDF |—— — KDF |—— KDF |—— -
mk, mk, mk; mk; 4
\ ) . F \ )
R A — e ) A— X
{ Remain secure, because of | ¢ f i
i  the one-wayness of KDF | w i Insecure i
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Backward Secrecy

Alice
Initial k k ki k; k;
(Q oy —KDF J——{ KDF }—— ... —=5{ KDF }———{ KDF }—* ...
mk; mic; mk; mkiq
\ ) \ )
R A — s )
( . H 2y f . \
i Remain secure, because of v i Symmetric-key ratchet does not |
_theone-waynessof KOF | (@Y | provide Backward Secrecy |
UNIKASSEL
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Diffie-Hellman Ratchet

 X3DH + Symmetric-key Ratchet

* X3DH provides Forward Secrecy

* Current session key compromises does not lead to the compromise of previous session keys
* (bythe one-wayness of KDF in Symmetric-key Ratchet)

* No Backward Secrecy

* Solution: Diffie-Hellman Ratchet (Today)

NI KASSEL
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Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g"
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"

'




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g"
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"

'

DH, =Y, X3 <3 Zg




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g"
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"

'

DH, =Y, X3 <3 Zg

Alice’s DH ratchet step




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g"
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"

'

DH, =Y, X3 ¢ Lq X3 =g"




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, =g" R
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =¥, X3 <3 Lq X3 =9" DH, = X3~

Vs <5 Lg DH; = XJ*




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g" R
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =Y, X3 <3 Lq X3 =9" DH, = X3~

Vs <5 Lg DH; = XJ*

Bob’s DH ratchet step




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 < Lg X, = g" R
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =¥, X3 <3 Lq X3 =9" DH, = X3~
>
Y, = gV Va4 s Ly DH; = ng4

a




Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
) o
X1 < Lq X1 =9" R
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =¥, X3 <5 Lq X3 =g DH, = X3*
>
DH; =V, " ) Y, =g Ya <3 Lq DH; = X3*
DH, = V,° X5 ¢ Ly
UNIKASSEL
VERSITAT



Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
X1 (—$ Zq Xl — gxl
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =¥, X3 <3 Lq X3 =9" DH, = X3~
- >
DH; =Y, Y, = g Ya s Lg DH3 = X3*
DH, =Y,° X5 &5 Zg
Alice’s DH ratchet step
UNIKASSEL
VERSITAT



Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
) o
X1 < Lq X, =g .
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, =V, X3 <5 Lg X3 = g% DH, = XJ?
>
DH; =V, " ) Y, =g Ya <3 Lq DH; = X3*
DH, =VY,° x5 g Ly Xs = g*s
UNIKASSEL
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Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
) M
X1 (—$ Zq Xl — gxl
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, = ¥,* X3 <5 Lq X3 =g DH, = X3*
>
DH; =V, " ) Y, =g Ya <3 Lq DH; = X3*
DH, =7,° X5 < Lg X5 =g’ ‘ DH, = X2*
Ve < Lq DHjg =X5y6
UNIKASSEL
VERSITAT



Diffie-Hellman Ratchet

* Atoy example: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
) 9
a X1 < Lq X1 =g" ‘ o
DH, =¥, A v, = g ] oy DH, = x>
DH, =Y, X3 <3 Lg ‘ Xy = g3 DH, = x*
>
DH; =Y,° Y, = g Va <3 Lq DH; = X2*
DH, =Y,°  ¥s5 <574 X5 = g~ DH, = x2*

v

Bob’s DH ratchet step

Ve < Lq DHs = Xg6



Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
) M
X1 (—$ Zq Xl — gxl
DH; =Y, Y, = g72 Y2 <5 Lq DH, = X"
DH, = ¥,* X3 <5 Lq X3 =g DH, = X3*
>
DH; =V, " ) Y, =g Ya <3 Lq DH; = X3*
DH, =7,° X5 < Lg X5 =g’ ‘ DH, = X2*
Ve < Lq DH; =X5y6
UNIKASSEL
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Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob

)
)

<<

<
=
<
a
2=
=
<




Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
@) 9
) ah
Xl-,xl-,Y}- Yj'yJ"Xl
DH;; =Y DH;; =X’
UNIKASSEL
VERSITAT



Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob

) ah
Xi+1ixi+1»Yj Yj’yj’Xi
DH;; =Y DH;; =X’

Sample a new
ephemeral key pair




Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
@ %
o ~~
Xi+1»xi+1iy} eryeri
DH;; =Y DH;; =X’
DH;,,; = Y’*! Update the shared
i1 =Y;
CR DH secret
UNIKASSEL
VERSITAT



Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
@ 9
a o
Xiv1 Xi+1, Y Xis1 > Yi, yj Xi
DH;; =Y DH;; =X’
DHL'+1’]' — iji+1
UNIKASSEL
VERSITAT



Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
N o
Xiv1 Xi+1, Y i > Yi, ¥, Xita
— yXi Yj
DHy; =1 DH;; = X"
DH;,,; = Y+ Update Alice’s
i+1,j — 4§

ephemeral pk




Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
() o
Xit1, Xi41, Y] Xii1 Yj, ¥j, Xiva
— vXi Yi
DHi’j — Y} DHi,j = Xi J
v Update the shared Vi
DHjyqj =Y P DHiiq,j = X,
secret
UNIKASSEL
VERSITAT



Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
@l O
o o
Xiv1, Xis1, Y i Yjtr, Yj+vXiva
DH;; =Y DH;; =X’
_ yXi Sample a new Yj
DHiyqj =Y, P | DHyy1j =X/,
ephemeral key pair
UNIKASSEL
VERSITAT



Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice

a

Xi+1'xi+1lY}
— yvXi
DH;; =
x.
DHi+1,j — Y} +1

Xit1

Update the shared
secret

Bob

)
A

Yii 1, Vis1, Xiva

DH;; =X’

Yj
i+1

DHiyq1j =X

_ yYj+1
DH;y1j+1 = X\




Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
X.
Xiv1, Xi41, Y] Ll Yiv1, Yji+r Xit1
. = yXi _ yYi
DH; Y} DH;; = X;
] . — yXi+1 vy
DHiy1j =Y, DHyyq, =Xy
. _ yYj+1
. Y DHit1je1 = X;/]
UNIKASSEL
VERSITAT



Double Ratchet - DH Ratchet

* Mainidea of DH Ratchet: Running DHKE continuously with rotating ephemeral keys...

Alice Bob
o o
Xi+1'xi+1'yi+1 Xit1 Y}'+1:3’j+1:Xi+1
DH;; =Y/ Update Bob’s DH;; =X’
- hemeral key and YVj
DH'+1" — Y_xl+1 ep DH: =X ]
. the shared secret L o
DHiy1j11 =Y\ . Vit DHjyq 41 = X7
UNIKASSEL
VERSITAT



Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

* When a party sends messages (before its peer party replies): Use Symmetric-key Ratchet...

* When the peer party replies: Use Diffie-Hellman Ratchet to update the key...

* Example:

() -.....-.-_-_-_-_-_- Are you free on Sunday? — ()
------------------- .____—5.?‘g
| Sure! |
S o ——m - T
S~ l Canwe meetat11am? i
N\\~~s~ ——————————————————— l
.-:_; B —— -




Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

Alice = rFeemmmmms—————e———eo
o= Hey Bob! How are you? i
@ _‘I-“‘——— -------------------
() -..-...-..-_-_-_-_-_- " Are you free on Sunday? 1 _
------------------- .____—5.?‘g =
| Sure! !
S RS P
S~ l Canwe meetat11am? i
N\\~~§~ ———————————————————
Ss ~ . e .




Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

——————————————————————————————— -Atiee’s DHratehet--------------—----—-----cocec
Alice @ =  rFeesmmsmmemeeeee—ee——ee I Bob
_==o ' Hey Bob! How are you? [ (Encrypted by the KDF
@ — '_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_I chain derived by the DH
(") ~mmnnmnsd Areyou free on Sunday? | ratchet in this phase...) M
-------------------------------- Bob’sDHratchet-----------------------oommooooeo
L ey
(Encrypted by the KDF ! Sure! !
chain derived by the DH et EEEEE L LI FrY 9
ratchet in this phase...) I Canwe meetat 11am? r
------------------------------- Atice’s DHratchet--------------------------coooommo
.-.-.====:____ (Encrypted by the KDF
i Perfect! See you then. -: chain de_”"efj by the DH
e e e e e e e e e e 1 ratchet in this phase...)




Double Ratchet

All messages
are relayed by
the server

Root key
(from previous stage)

Alice
R
Xl-,xl-,Yj




Double Ratchet

Alice Bob
DH Ratchet Sym Ratchet i i
@ Root key i @ i @ Root key
) (from previous stage) i i o
Xi+1, Xit1 ¥ l i i Y, yj, Xi
_ yXi+1 ck i i
DH;,1;=Y; » KDF,, —— : !
(as auxiliary i i
input of KDF) l i i
Tkl i i
i All messages i
i are relayed by i
i the server i
UNIKASSEL
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Double Ratchet

Alice Bob
DH Ratchet Sym Ratchet i i
@ Root key i @ i @ Root key
) (from previous stage) i i o
Xi+1, Xit1 ¥ l i i Y, yj, Xi
_ yXi+1 ck i i
DHi.1; =Y »| KDF, |—— KDF i :
(as auxiliary i i
input of KDF) l i i
Tkl i i
i All messages i
i are relayed by i
i the server i
UNIKASSEL
VERSITAT



Double Ratchet

Alice foh
@ DH Ratchet Sym Ratchet o
o @ Root ke
) (from previous stage) N y
T l Y, v Xi
— yXi+1 ck mk
DHis1j = ¥; | KDFyy. |—"=| KDFe }—
(as auxiliary
input of KDF) l l
rk4 ck,
UNIKASSEL
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Double Ratchet

Alice Bob
@ DH Ratchet Sym Ratchet
Root key @ Root ke
T ettt e S L B y

) (from previous stage) | Hey Bob! How are you? i a

Xir1,Xie1 Y] l . Yy Xi

_ yXi+1 ck mk
D:’ i+1, _-rYj »| KDF, °+ KDF,,x ——{ AEAD.Enc }—— ¢,
as auxitiary 7 Y
input of KDF) l l AD

rk, ek, = some known data




Double Ratchet

Alice

a

Root key

(from previous stage)

DH Ratchet Sym Ratchet

Root key

Xit1, X1, Y l _________1 __________ T i Xi
L — yritl ck mk Xiiq,C
DH;.1j=Y; »| KDF,, s KDF, ;. —| AEAD.Enc ——>¢c, .0 ol
'(aS auxiliary * Some additional
input of KDF) AD information
rk, chs = some known data

UNIKASSEL
VERSITAT



Double Ratchet

Alice

a

(from previous stage)

DH Ratchet Sym Ratchet

Root key

Root key

Xir1,Xie1 Y] l l ---------- vy Xi
_ yXitl ck mk Xiiq,C
DHisqj =¥; o KDF,. |——{ KDFyc |——| AEAD.Enc }——>¢, .0 BRI
'(as auxiliary 1 Some additional
input of KDF) AD information
rk, ek, = some known data
| Are you free on Sunday? | i
A 4 mkz 1
KDF,k » AEAD.Enc —— ¢, Xit1,Co
T assssssssssssssssssssass >
AD —
ck,
UNIKASSEL
VERSITAT



Double Ratchet

Alice Bob
r@ﬁ @ Root key (@
Xiv1 Xi+1, Y] Y, yj, Xi

— vXi+1
DHiiq; =Y,

All messages
are relayed by
the server




Double Ratchet

Alice -

2, S 2.

Xit1) Xit1) Y] |’ 1. UseDH,,q; torecoverthe ‘. er erXi+1
. : chains (the same with the : DH _ x
DHitq; = Y] l+1 : ones computed by Alice) | o i+1,) = Qi+
I bem=m""
: 2. Use the keys from the KDF r
I chain to decryptc,, € '
Xi+1,C1 ! P 2 :
........................ » 1 3. Use rkl as the new root key :
XL.|.1, (8) N e ————— -/
........................ >




Double Ratchet

Alice

A B

Xi+1' Xi+1, Y]

New root key
(=1ky)

Y;

Bob

)
BN

+1 Yj+1 Xiv1

_ vYVi+1
DH;i1j+1 = X

1+1




Double Ratchet

Alice

a

Xi+1' Xi+1 Y}

New root key
(=1ky)

Cko

] Sure! [
l— mkq
¢, «—— AEAD.Enc [&——| KDF
Y..q1,C
....... Jrb AD l
FeEesmEmEmEEmEm—_—_————————— Ckl
: Can we meetat11am?
] mkz A\ 4
c, <=1 AEAD.Enc [« KDF )
Yivi C2
........................ AD
ck,

Bob

)

o

Yji1, Vj+1, Xita

—— DH; 11

— X_yj+1

1+1




Double Ratchet

Alice Bob
) @ o
Xiv1, Xiv1, Yjr Yii1, Vjr1, Xiva
Yiy1,01
B
Yiv1,C2
D .
DH ) — Yj.ci+1
i+1,j+1 j+1 £ i e e

— ey
---
Lo
— ey

Use DH;,4 4+, to recovertwo
chains to decrypt ¢4, C5.

|
-
|
i
~




Double Ratchet

Alice Bob
Xivz Xivz Vi ey Yjit, ¥jrr Xiva
(=1ky)
w
— yXi+2 N
DHiizj1 =Y N e —————— -

N
C
w
(0]
—+
Iy
()
<
e
N
Q
w
~
>
()
5
(0]
s
=
o
o
Py
~
(0]
<
N\ o e e e e e e




Double Ratchet

Alice

a

Xit2,Xiv2,Yj11

Yxi+2

DHiiz501 = Y5 = KDFyy

New root key
(=rk3)

ckg

|

Tk,

___________________ -
mkq l
KDF,x » AEAD.Enc ¢
l AD 41
cky

Bob

)
BN

Yji1, Vj+1, Xita




Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

Root key 1k

B S

| Alice’s ratchet step

XX, Y > Xy, X, Y
Alice 1 2. DH Ratchet: DH;.qj+ 1k --->(rkq, cky)
@ i 3. Construct Sym Ratchet based on ck, to

encrypt messages

0 e e e :

Bob
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* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

Root key 1k Root key Tk

B S
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Alice | 2. DH Ratchet DH;.qj+ 1k --->(rkq, cky)
@ | 3. Construct Sym Ratchet based on ck, to
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: Xi+1"" | 1. Xl,y],Y' >XL+1lyti' :
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| 3. Construct Sym Ratchet basedonckyto |
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* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet
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Double Ratchet

* The main idea: Symmetric-key Ratchet + Diffie-Hellman Ratchet

Root key 1k Root key Tk

B S

: Alice’s ratchet step

I 1. X x; Y' -=->Xiv 1 Xit1s Y]

Alice | 2. DH Ratchet DH;.qj+ 1k --->(rkq, cky)
@ | 3. Construct Sym Ratchet based on ck, to

| encrypt messages

: ' Bob reconstructs two chains... :
: Xi+1"" | 1. Xl,y],Y' >XL+1lyti' :
Jronereee ’: 2.DH Ratchet: DH,. ; + kg ---> (rky, cky) :
| 3. Construct Sym Ratchet based on ck, to :
| decrypt messages !

. Alice reconstructs two chains (with rk;) . Bob s ratchet step (with root key rk;) :
| 1. Xiv 1 Xiv 1, V-2 X410 Xig 1, Yy oo ...' 1. Xiv1, ¥ Yi--> Xiv 1, Vjw1, Yoo :
| 2. DHRatchet: DH; ¢ ;.4 + 1k ---> (1ky, ck) Leeernenns 1 2.DHRatchet: DH; ;¢ + 1k ---> (rky, cko) :
| 3. Construct Sym Ratchet basedon ckyto | | 3. Construct Sym Ratchet basedonckyto |
| encrypt messages : : encrypt messages !

' Alice’s ratchet step (with rk,)... I




X3DH + Double Ratchet

* Integrate Double Ratchet algorithm with X3DH
* Use X3DH to bootstrap Double Ratchet
* The Double Ratchet plays the role of a ‘post-X3DH’ protocol...




X3DH + Double Ratchet

e Recall of X3DH:

Long-term secret
(static)

Mid-term secret
(updated periodically)

Short-term secret
(used once)

Alice
Public parameters: (G, g, q): @
A q-order EC group G with a generator g
Identity secret key (IK) iky €5 Zg
Identity public key (IPK) IPK, (= gtka)
Signing secret pre-key (SK) sk €5 Z,
Signing public pre-key (SPK) SPK,

One-time secret pre-keys (OK)  {oka, 0kj, ...} S5 Z,

One-time public pre-keys (OPK) (OPK4, OPKZ,..)

Bob

O,
BN

ikg Eg Zq

IPKg

skg € Zq

SPKg

{okg, 0k}, ..} S Z,

(OPK3, OPKE, ..

ASSE

U I K L
\") RSITAT



X3DH + Double Ratchet

* Recall of X3DH:

Alice Server Bob

a = s

ika,Ska, {0k}, ... 0k%0Y  ImE eSS S s s s s s s s ik, sk, {0kL, ..., 0kE00
Uea, Ska, (0FA, .., 0FcAT) Prekey bundle database Uep, Skp, (0K, .., 0k )

1
1
1
I Alice: IPK A, SPK,, 0,4, {OPK}, ..., 0PK 9, ...
Fetching Bob’s pre-key bundlej A 4 %4 { 4 A

1
1
1
1
:
" Bob: /|PKg, SPKy, 05, (OPKE, ..., 0PK:", ... |
:
1
|

(over TLS) !
 {IPKg, SPKp, 05, OPKL} e e e e e e e e

P

Verify(IPKg, (SPKg, 0g))
if valid, accept {IPKg, SPKg, 0p, OPK,_%}




X3DH + Double Ratchet

* X3DH:

Alice Bob

D
2 s

Server
ik, sky, {0k}, ..., 0k3%%} ikg,skg, {0k}, ..., 0k3’%}
{IPKg, SPKj, OPKg} @
eky «5 Zg
SK, = X3DH_Key_Alice(ikp, ek,, IPKg, SPKp, OPKé)

IPK, = g'*4 ,EPK, = g°*4,“13:OPK”, AEADpp(sk ) (msg = metadata, AD = IPK,||IPKp)

(Relayed by the server)




X3DH + Double Ratchet

* |nitialize Double Ratchet using the SK from X3DH

Alice Bob
ikp, ska, {0k}, ..., 0k100) ikg, skg, {0kL, ..., 0k10}

{IPKg, SPKg, OPK}}
SK, = X3DH_Key_Alice(ika, ek, IPKg, SPKg, OPK})

Initial root key rky = SK,
XO =J_, X0 =J_, YO - SPKB




X3DH + Double Ratchet

* |nitialize Double Ratchet using the SK from X3DH

Alice Bob

D
2 s

ik, sky, (0kL, ..., 0100} ik, skg, (0kL, ..., 0k100)
{IPKg, SPKy, OPK}}
SK, = X3DH_Key_Alice(iky, ek, IPKg, SPKg, OPK})

Initial root key rky = SK,

XO =1, X0 =1, YO = SPKB (T s s N
! Then Alice uses ck, to construct

|
|
_________________ 1 the symmetric chain to encrypt !
(rky, cko) = KDF ¢ (rko, DH = Y, | messages... !




Sighal Secure Messaging Protocol

e Some technical details we do not cover:
e XEdDSA and VXEdDSA:

» DH key pairs for key exchange and signature...

e Header encryption:

» Cannot tell which messages belong to which sessions, or the ordering of messages within a session...
e Qut-of-order messages:

e Session management and asynchronous settings




Exercise

e (Without sockets) Use X3DH and Double Ratchet to encrypt this conversation (or you can choose other
conversations):

Alice - ;Lﬁ_ey_EB_O_tD_'_' Bob
““=’ [ mmmmmmme———————
Smnn==== Are you free on Sunday? | PP A
e e — - | et ] oo
m I Sure ;’V m
i_______:::::::‘:.;\a-"'
________________________________________ 1 Gotanyplans? 1
= 1 How about meeting at the gallery in the city center? :
.“"“ At11am |
—mmz=— _'_-_-_-_-_-_-_-_ _________________________ I
~1 There’s an exhibition I’d like to check out. !
|— ------------------ I—:/
1 Sounds good, | am in! :’
F=:=:=:=:=:=:=:=:=:L—,——"
T - |____Seeyouthen. |
=3 Perfect! See you then. |
UNIKASSEL
VERS.I T



Exercise

e Thetwo chainsinthe last slide can implemented in the following way:

( \ ( S
] KDF,_ i ! KDF,., !
! 1. ck;.1 = HMAC(ck;, "ChainKey"||0x1) | I 1.prk = HKDF. Extract(salt = rk;, ikm = DH) ]
I 2.mk; = HMAC(ck;, "MessageKey"||0x2) : | 2.7k;4, = HKDF. Expand(prk, "RootKey"||0x01, [en = 32) !
)
Y- ': ____________ ':' ________ - | 3. ck, = HKDF. Expand(prk, "ChainKey"||0x02, [en = 32) !
1 I R m———————————— e ————— ’
| | | I
v v | I
Ckl+1 mkl ; ;
rKitv1 ckg
UNIKASSEL
VERSITAT



Further Reading

* Technical Documentations of Signal: https://signal.org/docs/

* Some research papers of analyzing security of Ratchet algorithms:
» Bellare et al’s work on formalizing ratcheted encryption/key exchange: https://eprint.iacr.org/2016/1028

» Alwen et al’s work on formalizing Double Ratchet: https://eprint.iacr.org/2018/1037

» Collins et al’s work on Tight security of Double Ratchet: https://eprint.iacr.org/2024/1625
> ...



https://signal.org/docs/
https://eprint.iacr.org/2016/1028
https://eprint.iacr.org/2018/1037
https://eprint.iacr.org/2024/1625
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